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Enhanced Security Addendum for 
Standard Contract for AWS Marketplace 

This Enhanced Security Addendum (this “Addendum”) is part of the Standard Contract for 
AWS Marketplace (the “Standard Contract”) between Buyer and Licensor and governs the 
treatment of Buyer Data in the case of a SaaS Service Subscription. All capitalized terms used 
but not defined in this Addendum have the meanings given to them in the Standard Contract. 

Licensor’s obligations under this Addendum are in addition to those set forth in the Standard 
Contract. In the event of a conflict between the terms and conditions of this Addendum and the 
Standard Contract, this Addendum will govern. 

1. Permitted Purpose. 

1.1 Licensor may access, use and process the Highly Sensitive Information only as 
authorized under the Standard Contract and to provide the SaaS Service 
Subscription. 

1.2 Buyer acknowledges that Licensor uses AWS Services for the processing and 
hosting of the SaaS Service Subscription provided pursuant to this Agreement. 
Buyer consents to Licensor’s storage of Buyer Data in the AWS region selected 
by Licensor and to Licensor’s use of AWS Services to process Buyer Data and 
provide the SaaS Service Subscription. 

2. Highly Sensitive Information. 

Buyer will not use the SaaS Service Subscription to store or process Highly Sensitive 
Information unless Licensor specifically purchases a SaaS Service Subscription designed to be 
used with Highly Sensitive Information. “Highly Sensitive Information” means, for purposes of 
this Addendum: (1) “special categories of personal data,” “sensitive personal information,” or 
“Sensitive Personal Data” as defined under applicable Data Protection Law, including European 
Union Regulation 2016/679, Article 9(1) or any successor legislation; (2) patient, medical, or 
other protected health information regulated by the Health Insurance Portability and 
Accountability Act (as amended and supplemented) (“HIPAA”); (3) credit, debit, or other 
payment card data, including bank account numbers; (4) social security numbers, driver’s license 
numbers, or other government identification numbers; (5) other information subject to additional 
protections or regulation under specific Laws such as the Children’s Online Privacy Protection 
Act or Gramm-Leach-Bliley Act or related rules or regulations. Licensor will have no 
responsibility for Highly Sensitive Information where the SaaS Service is not approved by 
Licensor to be used with Highly Sensitive Information. 

3. Data Protection. 

3.1 Compliance with Laws. Any Processing of Personal Information by Licensor 
will be undertaken in compliance with all applicable local, state, federal, and 
international Data Protection Laws governing Buyer’s collection, maintenance, 
transmission, dissemination, use and destruction of Personal Information. 
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3.2 PCI Compliance. Subject to Section 2, to the extent Licensor has access to 
Buyer’s card, debit, or other payment cardholder information, Licensor will 
remain in compliance with the Payment Card Industry Association Data Security 
Standard (“PCI Standards”) (in addition to other obligations in the Agreement) 
and will promptly implement all procedures and practices necessary to remain in 
compliance with the PCI Standards. 

3.3 HIPAA Compliance. Subject to Section 2, to the extent Licensor has access to 
the Buyer’s Highly Sensitive Information regulated by HIPAA, Licensor will 
comply with HIPAA (in addition to other obligations in the Agreement) and will 
promptly implement all procedures and practices necessary to remain in 
compliance with HIPAA. 

4. Security Program. Licensor will, consistent with industry standard practices, implement 
and maintain a security program: (a) to maintain the security and confidentiality of Buyer 
Data; and (b) to maintain the availability and integrity of Buyer Data and to protect Buyer 
Data from known or reasonably anticipated threats or hazards to its security, including 
accidental loss, unauthorized use, access, alteration or disclosure. Licensor’s security 
program will include the following: 

4.1 appropriate administrative controls, such as communication of applicable 
information security policies and information security and confidentiality training; 

4.2 physical security of facilities where Buyer Data is processed or stored, including 
locked doors and keys/key cards to access such facilities; 

4.3 controls to limit access to Licensor’s systems and Buyer Data, including a 
password policy for Personnel that access Buyer Data; and 

4.4 regular testing and evaluation of the effectiveness of the security program. 

5. Security Requirements. Licensor will comply with the following requirements: 

5.1 Licensor Systems; Access 

5.1.1 Licensor will safeguard Buyer Data in a controlled environment consistent 
with industry standards. 

5.1.2 Licensor will establish, maintain and enforce the security access principles 
of “segregation of duties” and “least privilege” with respect to Buyer Data. 

5.1.3 Licensor will maintain a list of systems where Buyer Data is Processed 
and maintain a list of Personnel who have access to those systems. 

5.1.4 Licensor will have in place industry standard policies and processes to 
limit access to Buyer Data, including a requirement that a unique 
individual user-id will be used for each user that accesses Buyer Data and 
user ids must not be shared. 
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5.1.5 Licensor will require that all Personnel use strong passwords.  

5.1.6 Licensor will implement and maintain: 

(a) physical or logical separation of Buyer Data from Licensor’s data 
and third party data; 

(b) encryption of Buyer Data at rest and in transit to or from systems 
owned or operated by or for Licensor to support the SaaS Service 
Subscription using industry standard encryption methods; and 

(c) specific controls to ensure that Licensor has and enforces two-
factor authentication for any and all remote connection to Licensor 
systems that access Buyer Data. 

5.1.7 Licensor will not retain Buyer Data beyond the expiration or termination 
of the Standard Contract, except as provided in the Standard Contract or 
by Law. 

5.1.8 All Buyer Data deleted by Licensor will be securely and permanently 
deleted in accordance with industry standards, such as NIST Special 
Publication 800-88 Revision 1, Guidelines for Media Sanitation December 
18, 2014, except as provided in the Standard Contract or by Law. 

5.1.9 Licensor will maintain records for the duration of the Standard Contract to 
allow for the ability to audit access to Buyer Data, including (i) logging 
successful and unsuccessful sign-on attempts and (ii) audit trails that 
capture detailed activity within a user’s session. 

5.2 Licensor’s Personnel. 

5.2.1 Access to Buyer Data will be restricted to authorized Personnel and 
provided only on a need to know basis. Personnel having access to Buyer 
Data will be bound by a written agreement with Licensor with 
requirements and restrictions no less than those set forth herein. Each 
Personnel must pass a background check consistent with industry 
standards before having access to Buyer Data. Personnel who fail to 
adhere to applicable information security policies will be subject to 
Licensor’s disciplinary process. 

5.2.2 Licensor will provide information security and confidentiality training to 
all Personnel authorized by Licensor to have access to Buyer Data. Such 
training will be: (i) consistent with industry standards; (ii) designed, at a 
minimum, to educate all such Personnel on maintaining the security, 
confidentiality and integrity of Buyer Data consistent with this 
Addendum; and (iii) be provided no less than annually. 
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5.2.3 Licensor will have in place a process by which Authorized Personnel and 
other user accounts are created and deleted in a secure and timely fashion. 

5.3 Business Continuity. Licensor will establish and implement plans and risk 
controls, consistent with industry standards, for continuity of its performance 
under this Agreement (“Business Continuity Plan”), which will include 
safeguards to resume the SaaS Service within a specified time (recovery time 
objective), and recover and make available Buyer Data with not more than a 
specified period of data loss (recovery point objective) after any significant 
interruption or impairment of operation of the SaaS Service. Licensor will 
implement back up procedures as necessary to accomplish its specified recovery 
point objective. Licensor will review its Business Continuity Plan on a regular 
basis and update it in response to changes within its company and industry 
standards. Upon request, Licensor may provide Buyer a summary of its Business 
Continuity Plan. 

6. Data Security Incident Notification. 

6.1 Licensor will notify Buyer promptly (but in any event within three (3) calendar 
days) upon discovery of any Security Incident, and will cooperate with Buyer in 
every reasonable way to help Buyer regain possession of the Buyer Data and 
prevent any further compromise, unauthorized use or disclosure. Licensor must 
document responsive actions taken in connection with any Security Incident, and 
conduct a mandatory post-incident review of actions taken to make changes in 
business practices relating to its security program. Licensor will provide Buyer 
with regular updates regarding Licensor’s internal investigation of each Security 
Incident, and upon request Licensor will provide summary information to Buyer 
regarding its actions to prevent future Security Incidents 

6.2 Licensor will be responsible for all of its costs related to or arising from any 
Security Incident, including without limitation investigating the Security Incident. 
At Buyer’s request and cost, Licensor will reasonably cooperate with Buyer in 
complying with its obligations under Data Protection Law or other applicable law 
pertaining to responding to a Security Incident. 

6.3 Licensor’s obligation to report or respond to a Security Incident under this Section 
is not an acknowledgement by Licensor of any fault or liability with respect to the 
Security Incident. Buyer must notify Licensor promptly about any possible 
misuse of its accounts or authentication credentials or any Security Incident 
related to its use of the SaaS Service and Licensor is not liable for any losses, 
damages or improper processing of Buyer Data resulting therefrom. 

7. Records, Risk Assessments and Audits. 

7.1 Licensor will have retention policies for reports, logs, audit trails and any other 
related documentation in accordance with industry standards. Upon request by 
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Buyer, Licensor will complete and respond to Buyer’s reasonable security 
questionnaires and/or self-assessment security compliance reviews. 

7.2 At least once annually, Licensor will commission an SSAE 18 SOC2 Type II 
audit (or an equivalent attestation by an independent third party) and upon request 
will promptly provide to Buyer a summary of the audit reports issued as a result 
of such audit. Licensor will cooperate and provide the third party auditor with 
access to, and the right to inspect and audit, all records and systems relating to (i) 
the collection, processing, or transfers of data relating to Buyer Data and (ii) the 
information security program used by Licensor to secure Buyer Data. 

7.3 Licensor will conduct regular industry-standard penetration testing or other 
appropriate security testing and security assessments that verify its security 
program. Licensor will remedy material issues identified from the testing and 
audits in a timely manner. 

7.4 Licensor will cooperate at Buyer’s expense in any reasonable investigation by 
Buyer if required by Law. 

8. Elevated Special Cap for Security Breach. This Section 8 (Elevated Special Cap for 
Security Breach) supersedes and replaces Section 8.4 (Special Cap for Security Breach) 
in the Standard Contract. 

8.1 FOR SAAS SERVICE SUBSCRIPTIONS, THE EXCLUSIONS OF AND 
LIMITATIONS ON LIABILITY SET FORTH IN SECTIONS 8.1(a) AND (b) 
OF THE STANDARD CONTRACT WILL NOT APPLY TO: BUYER’S OUT-
OF-POCKET, REASONABLE AND DOCUMENTED COSTS OF 
INVESTIGATION, NOTIFICATION, REMEDIATION AND MITIGATION 
RESULTING FROM ANY SECURITY INCIDENT RESULTING FROM 
BREACH OF LICENSOR’S OBLIGATIONS UNDER ANY PRIVACY AND 
SECURITY TERMS OR ANY VIOLATION BY LICENSOR OF DATA 
PROTECTION LAWS, TO THE EXTENT SUCH COSTS ARE SPECIFIED IN 
SECTION 9.5 OF THE STANDARD CONTRACT AND LICENSOR’S 
OBLIGATIONS WITH RESPECT THERETO PURSUANT TO SECTION 9.1 
OF THE STANDARD CONTRACT. 

8.2 FOR SAAS SERVICE SUBSCRIPTIONS, THE EXCLUSIONS OF AND 
LIMITATIONS ON LIABILITY SET FORTH IN SECTIONS 8.1(a) AND (b) 
OF THE STANDARD CONTRACT WILL NOT APPLY TO, AND INSTEAD 
SECTION 8.3 OF THIS ADDENDUM WILL APPLY TO: (a) GOVERNMENT 
FINES AND PENALTIES INCURRED BY BUYER RESULTING FROM ANY 
SECURITY INCIDENT RESULTING FROM BREACH OF LICENSOR’S 
OBLIGATIONS UNDER ANY PRIVACY AND SECURITY TERMS OR ANY 
VIOLATION BY LICENSOR OF DATA PROTECTION LAWS; AND (b) ANY 
LIABILITIES ARISING FROM CLAIMS BROUGHT BY THIRD PARTIES 
AGAINST BUYER ARISING FROM ANY SECURITY INCIDENT 
RESULTING FROM BREACH OF LICENSOR’S OBLIGATIONS UNDER 
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ANY PRIVACY AND SECURITY TERMS OR ANY VIOLATION BY 
LICENSOR OF DATA PROTECTION LAWS, INCLUDING LICENSOR’S 
OBLIGATIONS UNDER SECTION 9 OF THE STANDARD CONTRACT TO 
DEFEND BUYER FROM CLAIMS BROUGHT BY THIRD PARTIES 
AGAINST BUYER ARISING FROM ANY SECURITY INCIDENT 
RESULTING FROM BREACH OF LICENSOR’S OBLIGATIONS UNDER 
ANY PRIVACY AND SECURITY TERMS OR ANY VIOLATION BY 
LICENSOR OF DATA PROTECTION LAWS AND TO PAY AMOUNTS 
AWARDED AGAINST BUYER BY A COURT OF COMPETENT 
JURISDICTION OR AGREED UPON PURSUANT TO A SETTLEMENT 
AGREEMENT. 

8.3 FOR SAAS SERVICE SUBSCRIPTIONS, LICENSOR’S AGGREGATE 
LIABILITY UNDER THIS AGREEMENT FOR ANY SECURITY INCIDENT 
RESULTING FROM BREACH OF LICENSOR’S OBLIGATIONS UNDER 
ANY PRIVACY AND SECURITY TERMS OR RESULTING FROM BREACH 
OF LICENSOR’S OBLIGATIONS UNDER ANY PRIVACY AND SECURITY 
TERMS OR ANY VIOLATION BY LICENSOR OF DATA PROTECTION 
LAWS, OTHER THAN BUYER’S OUT-OF-POCKET, REASONABLE AND 
DOCUMENTED COSTS SET FORTH IN SECTION 9.5 OF THE STANDARD 
CONTRACT AND LICENSOR’S OBLIGATIONS PURSUANT TO SECTION 
9.1 OF THE STANDARD CONTRACT, WHETHER SUCH DAMAGES ARE 
BASED IN CONTRACT, TORT OR OTHER LEGAL THEORY, WILL NOT 
EXCEED (IN LIEU OF AND NOT IN ADDITION TO THE AMOUNT SET 
FORTH IN SECTIONS 8.1 AND 8.4.2 OF THE STANDARD CONTRACT) 
THE GREATER OF (i) THREE (3) TIMES THE FEES AND OTHER 
AMOUNTS PAID AND REQUIRED TO BE PAID UNDER THE 
AGREEMENT IN THE 12 MONTHS PRECEDING THE EVENT GIVING 
RISE TO THE DAMAGES, OR (ii) $3 MILLION. 
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